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Rabert Trivuncevic, NORT d.o.

Ekskluzivni distrib"u_ter ESET NOD32 proizvoda na trziStu
Hrvatske, BiH, Srbije, Crne Gore, Kosova, Makedonije i Albanije
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Koje su najéesce opasnosti za racunala? i
Virusi Crvi
Trojanci Rootkit Backdoor
Spyware Botnet Keylogger Dialer
Spam Phishing Adware
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Svjesnost o prisutnosti opasnosti

> Nevidljivi - potpuno prikriveni maliciozni rad bez vanjskih
manifestacija, dugo vremena neotkriveni i tiho izvrsavaju svoju
zadacu

»>Vidljivi - agresivni, ometaju rad, ucjenjuju zarazenog
korisnika

@ Windows Antivirus 2008

Security Center

Security Scanner
security scanner Secuity threats Found: 13

Mg SEaluiz Dadciplon b
protection settings & Exifuel Cookie Irfected  Exithuslis & cookie capsble of racking 'Wieb s ...
& joatac sl Cookin Irfechid i el i & Cookel capable of Hackng Wish &l
Upd ates W Teojan '\ 9 Irfectad  This bogan hose downdosds adwae, spiswsns, s,
@ Tooan v 14 Irfenched  Thas Bopan hite downlasds adwiie, Spiawans. an..
o Teoian 0014 Irfectad  This bofan hoese downdosds sdwane, spisusns, an
help center GAIN-Suppeetsd Seflw.. Infected  GAIN-Suppoilad Softvate i sdvars Ihal may detp..
DeskbopS putigent Irfected  DesklopSppdgent is o sistem monior that bas the
; & Instant Acoass Irfectad  Irystant Access i & cialer that may hasck yow mod
quick status info & Favoiies Irfected  Farcribes i an achare program that ackds rumiesn
—- & Trgien ol Dowripads - DTty WA s SOWSIT S 50y g, and spg 1™
E,l Witus prolection Dizabied
é;l Spyware prolection  Dizsbled -
éﬁ Butomatic updales:  Dizabled ( SCan progress
Piogisse |8 | | Shop
:I unregistered version Aptior: Fegety scan. 9399

softerale \Microsofvwfirdom s \Cunenfyernmon \E splorer' S ieams’h | UWiewhNiew?
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Kolika je steta?”

ConsumerReports Izvjestaj za rujan 2008.

B sPAM " viruses @ SPYWARE I PHISHING
The incidence The freguency SE6,000 25,683 attacks
of heavy spam is slightly less househalds in December
i still high for tham in lask had to replace 2007 alone, :
Many peophe. WEAFE SUFVEY, compUiers in the

past six months.

1IN7
MATIONAL 1IN 94
INCIDENCE e LOST MONEY
TOTAL 52.9 $2
DAMAGE BILLION BILLION
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Kako se zastiti?
Mozemo li uopce dovoljno zastiti
racunalne sustave?
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Ovo je obi€éna zastitna kaciga

Amortizira 60% kinetiCke energije udarca

@ ©T | weprotect your digital worlds
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Kaciga postrojbi za specijalne operacije

Amortizira 90% kinetiCke energije udarca
Stiti i od udara metka, $rapnela i sl.

@ €T | weprotect your digital worlds
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A ovo je baseball palica...

Koju od prethodno prikazanih kaciga biste zeljeli imati na
glavi ako bi vas netko htio udariti ovom palicom? ©©

@ €T | weprotect your digital worlds



Mozemo li povuci paralelu s izborom
antivirusnog rjesSenja
za zastitu vaseg kuénog racunala ili poslovne mreze?

Da li je bolje zastiti se 60%, 85%, 90% ili 95%?

' ! A
. ’ ‘ : ~.
. l
)




Anketiranje korisnika,
sigurnosnih programa?

sto ocekuju od

Koji od dolje navedenih faktora su znacajni za kupce pri izboru
sigurnosnih programa?

Visoka razina zastie
Dobri rezultati na testovima
Dobra prethodna iskustva s istim proizvodaéem
Lakota instalacile
Brzina skenirarja
Niski sistemski zahtjevi
Gijena
Poznato me
Kvalitetna tehniéka podrska 21% 45%
Ceste nadogradnje virusnih signatura
Lakoéa kori$tenja & jednostavnost
Daljinski pristup i administracija
Lokalizirana verzia
Dokumentacija & Help
Proizvod je visoko konfigurabilan
B 1 = very important m2 3 4 H 5 = not important at all

@ €T | weprotect your digital worlds
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Sto korisnici Zele?

1. Visoku razinu zastite
* Proaktivho
« Zastita od kombiniranih prijetn;ji
2. Niski sistemski zahtjevi
3. Preciznost
4. Veliku brzina skeniranja
5. Vrhunsku tehniCku podrsku
6. Lokaliziranu verziju

@ €T | weprotect your digital worlds
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KljuCne prednosti ESET-ovih rjesenja

1. Vrhunska detekcija poznatih | jos nepoznatih
opasnosti

2. Mali utjecaj na sistemske resurse
3. Velika brzina skeniranja

@ €T | weprotect your digital worlds
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Sto mi podrazumjevamo heuristikom

Heuristicki sistem igra ulogu ‘virtualnog istrazivaca virusa”

Emulacija nam omogucuje sigurno okruzenje u kojem se
moze ispitati delovanje malwarea, ukloniti enkripcija itd.

« Sve znanje koje posedujemo o delovanju malwarea jeste
‘reCeno’ analitickom kodu

 Zlonamjeran kod je zatvoren i ne moze djelovati na stvarnom
sistemu racunala

«  Dobro balansiran ‘rezultat’ umanjuje mogucnost za ‘false
positives’

Heuristika moze biti Cesto nadogradivana kako bismo osigurali
da je uvijek optimalna

@ €T | weprotect your digital worlds
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Proaktivna I tradicionalna detekcija

Proactive versus Reactive Protection

Malware Propagation
(Infected machines)

Signature
updates
available
Samples
sent to
AV companies ' b
: ustomers begin to
Proactive ~ Zero-day | download protection

detection outbreak

oﬁmk 0 hour 1st hour 2nd hour 3rd hour 4th hour
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HeuristiCka detekcija

Progress of Bagle.CY Detections

1400

1200
1000

soc ©— NewHeur_PE

BOC —&—Bagle.CY

«  Zuta linija pokazuje heuristi¢ku
detekciju

« Bagle.CY je krenuo u 20:21UTC (i
bio otkriven heuristiCki)

* Plava linija pokazuje toCku
definiranja specificne identifikacije
Bagle.CY

» Kilijenti koji nisu azurirani joS uvijek
detektiraju heuristiCki

400

2006

@ ©T | weprotect your digital worlds
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KljuC uspjesne detekcije jeste kombinacija
tradicionalne i proaktivne (heuristiCke) metode.

Sto o tome kazu testovi?

T
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Virus Bulletin testovi

Virus Bulletin okuplja profesionalne, nezavisne antivirusne eksperte i
najrespektabilnija je institucija u okvirima antivirusne industrije zbog
kontinuiranog pracenja i izvodenja zahtjevnih komparativnih testova
fokusiranih na detekciju, brzinu skeniranja i eventualno generiranje
lazno pozitivnih detekcija (false postive). Za prolaz na testu i dobijanje
Virus Bulletin 100% nagrade, antivirusni proizvod mora detektirati sve
viruse ‘In the Wild’" kategorije bez ijedne ‘false positive’ detekcije.

NOD32 je jedino rjeSenje na svijetu koje nije propustilo detekciju “In the
Wild” crva ili virusa na testiranjima od svibnja 1998. godine i drzi rekord
u broju osvojenih Virus Bulletin 100% nagrada. Zadnja, 52. po redu je
osvojena u listopadu 2008.

@ €T | weprotect your digital worlds
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Virus Bulletin rezultati testiranja zadnjih 10 godina

Anti Virus Software Times Tested Tests Tests Success

Brand/Product Since May ‘98 Failed Passed Ratio %
NOD32 frem ESET 54 2 52 96.30%
Symantec 49 3 46 93.87%
Microsoft OneCare (Since June "08) 4 1 3 75.00%
Sophos 55 14 41 74.55%
Kaspersky 57 15 42 73.68%
Morman 54 15 35 72.22%
CA eTrust 48 14 34 70.83%
Computer Associates (Vet) 34 10 24 70.59%
MicroWeorld 23 7 16 69.57%
F-Securs 44 14 30 08.18%
BitDefender (SOFTWIN) 25 8 17 68.00%
Trend Micro 24 B 16 66.67%
McAfee 54 18 36 66.67%
GDATA 27 10 17 62.96%
FRISK i5 13 22 62.86%
Abwil (avast) 465 19 27 58.70%
H+BEDY 14 5] a 57.14%
Authentium 34 15 19 55.88%
VirusBuster 43 19 24 55.81%
AVG (Grisoft) 44 20 24 54.55%
Doctor Web 49 24 25 51.02%
GeCAD 23 17 & 26.09%
Panda 4 3 1 25.00%
Hauri 12 11 1 8.33%
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VB rezultati testiranja zadnjih 10 godina

Postotak uspjesnosti na VB100 testu

100

80

60

40

Postotak uspjesnosti

20

Od svibnja 1998. do listopada 2008.

223 939

46 737
68,2 680 667 667

54.6

ESET  Symantec Sophos Kaspersky F-Secure BitDefender Trend Micro McAfes G

Proizvodaci antivirusnog softvera
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VB rezultati testiranja zadnjih 10 godina...

Prolaz na testu VB100

Od svibnja 1998. do listopada 2008.

60 — B VB100 nagrade
52
50
40
m
=
<.
4 30
i)
5]
20t
5 I I
: ]
S’.rmantu i:asperskn.l Sn;ﬂ-ms McAfee  F-Secure RBitDefender Trend Micra

Proizvodaci antivirusnog softvera
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VB rezultati testiranja zadnjih 10 godina

Propusteni ,In-the-wild" virusi na
testovima Virus Bulletina

Od svibnja 1998. do veljace 2008. (manje je bolje)

150 B Po pristupu
120 -
90 —

60 —

Broj propustenih virusa
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Symantec Kaspersky  Sophos  BitDefender McAfee Trend Micro  AVG

Proizvodadi antivirusnog softvera
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Rezultati testa proaktivhe detekcije
Av-comparatives.org

Heuristicka detekcija

AV-Comparatives - studeni 2007.

Proaktivna detekcija (%s)

BitDefender Kaspersky Avast  Microsoft Symantec McAfee  AVG  FSecure

Proizvodadi antivirusnog softvera
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Eset NOD32 Antivirus proglasen je ukupno
najboljim antivirusnim rjesenjem za 2006. i
2007. godinu temeljem zbroja rezultata u
tradicionalnoj | proaktivnoj detekciji.

Www.av-comparatives.org

@ €T | weprotect your digital worlds


http://www.eset.com/download/whitepapers/AV-Comparatives-2006-Summary.pdf
http://www.eset.com/download/whitepapers/AV-Comparatives-2006-Summary.pdf
http://www.eset.com/download/whitepapers/AV-Comparatives-2006-Summary.pdf
http://www.eset.com/download/whitepapers/AV-Comparatives-2006-Summary.pdf

Ne tako davno govorilo se da korisnik mora izabrati
izmedu dobre detekcije i performansi...

Da li je stvarno tako?




ESET-ova rjesenja otkrivaju i onemogucuje
zlonamjerni kod bez vidljivog utjecaja na \
performanse sistema.
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Performanse...

Prema rezultatima testova nezavisnih laboratorija, ESET NOD32 Antivirus i
ESET Smart Security su jedna je od najbrzih antivirusnih rjeSenja na trzistu, a
zbog malih zahtjeva za resursima ne opterecuju racunalo i ne usporavaju vas u
svakodnevnom radu.

Citat iz izvjeStaja sveobuhvatnog uporednog testiranja performansi sprovedenog
od strane West Coast Labs, objavljen 14.10.2008.:

Based upon the tests conducted on the specific versions during the test period, it
can be seen that ESET had the lowest Commit Charge, and caused least delay
to system and application start up times overall.

Testirani su McAfee Total Protection, Microsoft Forefront Client Security,
Kaspersky Anti Virus 6.0 (with Kaspersky Administration Kit - free download),
SOPHOS Endpoint Security 7.0 i Symantec Endpoint Protection 11.0.

Zainteresirani mogu pogledati cijeli izvjestaj (33 stranice) na nasem Standu.
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Proizvodi

ESET NOD32 Antivirus

ESET NOD32 Antivirus Business Edition

@ ©T | weprotect your digital worlds
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Proizvodi

ESET Smart Security

ESET Smart Security Business Edition

@ ©T | weprotect your digital worlds
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ESET Business Edition (ERA)




ESET Business Edition (ERA)

(=] C i)

) Cornected [Eras] - ESET Remote Administrator Console 5
| File Edit Actions Miew JTools Help
IR I e EEEE
Henw da | add 7
| Elusefer Moreontions? Ol [Lige Al Seves + ] [[heck | [Uncheck] Fiow e Tadd cierss?
Apply Changes Hest
e | — Server Name Clients Oldest Virus Signature DB Least Recent Connection Last Threat Alerts Last Firewall Alerts
F Eras 13 3216 4 days age 1 12
s 20
tretos B oumode
I ems to show <) 1202 ] 118 (18 2ems) of all 18 ftems ew mode:
| - Client Mame Primary 5., ¢ Doemain P Product Mame Produet Vers.. Last Connected  Pretection Stat..
[ (Clertsin Groups __~ 4 Ferenc juraj Eras eset.local 1098114 ESET Smart Security 20667 18 seconds age
Mame B4 Hik igor Eras esetlocal 109.5.140 ESET Smart Security 30667 3 seconds ago
B - 4 Hartman milan Eras esetlocal 1098120 ESET Smart Secwrity BUSL..  3.0.667 3 minutes age
5 Hartman vain Eras esetlocal 10.254.112.100 ESET Smart Secwrity BUSL.,  3.0667 46 hours age
S Jarda-vaio Eras esetlocal 105.8.113 ESET Smart Security BUSL.,  3.0657 116 minutes ago
= Jarda-vaio 00001 Eras esetlocal 108.8113 ESET Smart Security 30667 4 seconds ago
54 JonE martin Eras esetlocal 108.2.100 ESET Smart Security 30667 4 seconds ago
4 Kalenska hana Eras ecetlocal 1088122 ESET Smart Security 200667 20 seconds ago
S Milerovi moniks Eras esetlocal 1096102 ESET Smart Security 30667 26 seconds ago
S Onehalf Eras esetlocal 105.610 ESET NOD32 Antivirus BU... 30657 4 seconds ago
E= Renata haviickovd  Eras esetlocal 1056104 ESET Smart Security 30667 & zeconds ago
&4 Rousovd dana Eras esetlocal 1058102 ESET Smart Security 20567 42 seconds ago
& Sklad Erac eset.local 10881373 ESET Smart Secwrity BUSL..  3.0.650 4D seconds ago
& Skypala martin Eras esetlocal 10.9.6.108 ESET Smart Secwrity BUSL.,  3.0650 55 seconds ago
S Ubuntu Eras 10.5.8.140 ESET Security 305 4 seconds ago
5 Ubuntud2server Eras 10.5.6.149 ESET Security 305 5 zeconds ago
o ply Eras skupina | 1098335 | ESET Smart Security BUSL. I
E4 Zarubova eva Eraz eset.local 1088110 ESET Srnart Security 30667 4 seconds ago
4 m
| Orly show prablems | Edit
« n ]
@ Clients 0 ThreatLog , & FirewallLog , © EventLog , ©. Scanlog , # Tacks 4 Iu Reports o & Remote Install
Ready g | Firewall Log Sean Log | Tasks Rer

Last Event Warnings

4

Wirus Signatur.,
3236 (20080630)
3226 (20080630)
3226 (20080630)

224 (2008062T)
3225 (20080629)
3226 (200806320)
3226 (20080630)
3236 (20080630)
3226 (20080630)
3226 (20080630)
3226 (20080630)
3236 (20080630)
3236 (20080630)
3226 (20080630)
3226 (20080630)
3226 (20080620)

3226 (20080630)

Last Threat Alert

a variant of Win

ESET Remote Administrator Console
¥ Connected
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ESET Business Edition (ERA)

« REPLIKACIJA

ﬂ Server Options [Erasd]

(o
*
| General | Security I Server Maintenance I Logging | Replication | Other Settings.

Check replicate "to" f you want this server to replicate to some upper
server. Check replicate “from” and eet allowed servers if you want to
allow some servers to replicate data to this server.

Ri 1"t settings

Set Password

Upper server Eras9 port 2846
Replicate every 1 minutes

Replicate threat log  [¥] Automatically replicate threat log details
Replicate firewall log

Replicate event log

Replicate scanlog  [¥] Automatically replicate scan log details
N Automatically replicate client details
—— Replication "from” settings
[7] Enable “from" replication

(IF more than one use comma delimiter e g.: server server2)

Allowed servers

Mote: Do not use IP address in "Allowed servers” field. f you want to replicate
"to" some server, then the server must have enabled replicate "from" and your
server listed in the "Allowed servers" field.

Banl

— Replication mode

If there iz a replication conflict More information!
(2) Always the higher server has priority

(@) Allways the lower server has priority Default

@e'r ' we protect your digital worlds

ERAC (Console)

« putem TCP porta 2846 . E]

RAS1
(Upper
server) Client
‘- - - o

Client

RAS 2 (Upper
server RAS 1)
D‘ . Client
Client

lient R.ﬂSi[Uppﬁ RAS 1)
Cllem

C!iemE]
Cilent

R.ﬂS 5
i SETVer :

Client
C!lent

RHSG {Upper server RAS 5)

Cllent @
Direction of.

e Replication

Client

Client
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Proizvodi

ESET NOD32 for File Servers

- Windows

-Lin

: NIO\L/I;(” ESET NOD32 for Mail Servers
- NOD32 for Exchange
- NOD32 for Linux Mail Server

- Lotus Domino
- Kerio Mail Server

ESET NOD32 Gateway Security

- Linux
ESET NOD32 for

Kerio WinRoute Firewall
- Windows
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DELL™ Storage Servers (Windows Storage Server 2003)

Tako brz i malen da c¢ete jedva zamijetiti njegovu prisutnost...

@ €T | weprotect your digital worlds

Kako bi zastitio svoje servere za pohranu podataka, Dell je
odabrao NOD32. Dellov tim za tehni¢ku evaluaciju izvrsio je
rigorozna testiranja viSe antivirusnih proizvoda. Nakon
testiranja najpoznatijih antivirusnih brandova red je doSao
na NOD32. Instaliran je i pokrenut, ali kada aplikacija koja
nadzire rad centralnog procesora nije pokazala promjenu u
opterecenju centralnog procesora, zakljucili su da NOD32 —
ne radi. Podrobnija je analiza medutim pokazala kako
NOD32 uistinu radi, ali optere¢enje raCunalnih resursa od
strane programa NOD32 bilo je ispod graniéne razine
tolerancije aplikacije za nadgledanje performansi sustava!
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